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Non-State Threats
Transnational Actors

Evolving Strategic Environment



The Revolution in Information Affairs 

Patton, 1944
Observe:Hours
Orient:    Hours
Decide:  Days
Act:        A Week

RADIOTELEGRAPH
Grant, 1863
Observe:Days
Orient:    Days
Decide:   Weeks
Act:         Months

SATCOM
Schwarzkopf, 1991
Observe:Near real time
Orient:    Minutes
Decide:  Hours
Act:        24 hours

WARNET
Future Commander, 2010
Observe:Real Time
Orient:    Continuous
Decide:   Minutes
Act:        < 1 Hour

Orientation

Decision

Action

ObservationCollect data

Process  information,
Generate intelligence

Analyse information, exert knowledge

Exploit available 
information to 
influence operational 
situation, generating 
new data

Destruction –
EW – PSYOPS –

Deception 



From Observation to Action

Threat
detection

Exploitation

Manoeuver / fire

Data transmission

Command

Observation

Orientation

Action
Decision

“Sensor to Commander to Shooter”



ISTAR, “fuelling” the OODA Loop

Multi-source
intelligence collection

Processing / analysis
(intelligence products)

BDA Intelligence requirements
Strike

Targeting

Collection Plan

Single Source processing
Multi-source presentation

Recce

SIGINT

SAR/MTI

HUMINT

Threat warning 
and assessment



ISTAR and COP “The Quest for the HOLY GRAIL”, 
the Common Operational Picture 

(COP)

Can we expect to reach the COP 
under the current Command & 

Control paradigm (C4ISTAR), built 
on platform centralisation and 

organisational vertical hierarchies ?

The robust networking of:
•Smart sensors
•Best-placed decision makers
•Soft & Hard Kill assets
enables Situational Awareness



Network Enabled Forces

Sensor Grid

Shooter Grid

Decision
Grid

>Stow-piped  architecture replaced 
with a flexible Network Centric 
paradigm
>Networking is enabling co-

ordination and co-operative 
operations
>All nodes provides and have 

access to information and 
resources via the network
>A sensor can be utilised as a 

communication node, 
a shooter is also a sensor 



The Sensor Grid enables NCW
>Key aspects:

• Air-, Sea-, Ground-, 
Space- and 
Cyberspace- based 
sensors information 
sharing 

• Intranet 
• Distributed data bases
• National Security 

issues 

>The network nodes 
fuse and “push” the 
information to the best 
user
>Resources can “pull”

mission-critical 
information
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To Decision Grid           
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OSINT MASINT 

Data Mining
Location
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Way forward
>How to achieve the first portion of Network 
Centric Systems, i.e. the Sensor Grid?
• What are the conditions for implementing a NCW 

capability
• How to implement these conditions
• How to identify challenges

>Step-by-step, user-oriented approach
>Three-party partnership
>Field Experimentation



Urban Warfare Scenario

>Future Solider
>Remote Ground Sensors
>Micro UAV’s

Meeting Engagement Scenario

>Battlefield Management System 
>Battlefield Identification System
>Remotely Operated Vehicle with 

sensor suit 
>Small UAV, for over the hill 

capability

Scenarios for Experimentation



C4ISTAR ?
Command
& ControlTreatment

Information
Processing

Effect
Producer Sensors
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